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Product Overview

The OneWireless™ R120 multinode is an industrial mesh
access point designed to extend the process control
network into the field. The multinode supports all industrial

wireless standards required for process control applications.

Once implemented in the plant, the multinodes will self-
discover to form a reliable and secure wireless mesh
network capable of communicating simultaneously with
wireless transmitters, laptops, handhelds and other IP-
based devices. The device sends process data received
from battery-powered wireless transmitters to control
applications through Modbus, OPC or HART while allowing
a mobile workforce to access process and maintenance
data in real-time from their mobile devices.

The multinode is preconfigured with three radios: two radios
compliant with IEEE 802.11a/b/g and one for XYR™ 6000
wireless transmitters (Frequency Hopping Spread Spectrum
radio or ISA100-ready IEEE 802.15.4 based radio). The
device can be installed with omni-directional, parabolic
antennas and yagi antennas.

Each multinode can be configured either as a Wireless
System Gateway (WSG) — in which the multinode acts as a
gateway connecting field devices to the wired control
system; or as a Multinode — an access point that transmits,
receives and routes data between wireless field devices
and the gateway. The WSG supports most field device
protocols needed for control applications, such as Modbus,
OPC and HART.

New Features Introduced with R120

The OneWireless R120 multinode includes new features:
Wireless System Gateway redundancy

Multiple SSIDs/ 802.1Q VLAN

Honeywell

Support for the Honeywell Enraf wireless
SmartRadar gauge and terminal inventory
management system.

Support for the new XYR 6000 Universal
transmitters (Al/DI and Al/DI/DO).

Adaptive Transmit Power Control for field devices

Improved scalability

Key Features

Radio support for 802.11b/g devices and ISA100-
ready wireless transmitters

Suitable for Class | Div 2/ATEX Zone 2 areas

Two Ethernet cables for optional connection to
wired devices

IP66 rated enclosure
LED status indicators

Support of field device protocols: Modbus TCP/IP,
HART and OPC

Infrared-based security key management

Integration with data from XYR 5000 transmitters
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Hardware

The OneWireless multinode is a component of the
OneWireless network. It accommodates IEEE 802.11 a/b/g
for bridging, IEEE 802.11b/g for wireless local area network
(WLAN) access, XYR 600 wireless transmitters (ISA100-
ready or FHSS) and features two Ethernet cables for
optional connection to third party devices or to a wired
network. The IP66 weatherproof enclosure features pre-
wired power cabling to accommodate an external 24 VDC
supply in a Class | Div 2 / ATEX Zone 2 hazardous
environment. The WLAN access is used by wireless
devices such as handheld personal data assistants (PDAS),
mobile tablets and wireless laptops. The ISA100-
ready/FHSS access is used by ISA100-ready transmitters.
The Ethernet cables are used by wireless devices such as
digital CCTV cameras and controllers.

Self-Configuring and Self-Healing Mesh

Multinodes can be installed where power is available.
Intelligent wireless routing enables a remote multinode to
dynamically optimize the best route to connect to other
multinodes, mitigating interference and helping to ensure
high network capacity.

A multinode can act as a relay node and associate |IEEE
802.11b/g / Wi-Fi clients and ISA100-ready transmitters at
the same time. One of the multinode radios is dedicated for
the backhaul while a second radio is dedicated for
802.11a/b/g client access and the third is dedicated for
wireless transmitters. This configuration allows the mesh
networks to maximize the use of available channels to
deliver more capacity than solutions that use only a single
radio. When more capacity is needed, additional sectors
can be enabled, for example, by provisioning a network
connection to additional access points. The mesh
dynamically re-optimizes itself when this is completed.

Multiple SSIDs / VLAN 8021Q

Multiple service set identifiers (SSIDs) allow users to create
multiple network names or SSIDs on each multinode with
the ability to customize their individual security and
broadcast settings. These SSIDs can be associated to
different VLANSs creating virtual wireless networks. This
feature is used to segment different network users or
applications and offer different levels of security.

Remote and Local Configuration with the
OneWireless Server

The OneWireless multinode is managed and monitored by
the OneWireless Server. The server centralizes key
functions required to maintain the WLAN, i.e. device
performance, advanced security and quality of service
(Qo0S). The multinode is preloaded with the following tools
and utilities that can be accessed locally or remotely:

Web Server/HTTPS

SNMP agent

Ping utility

Trace route utility

Firmware upgrade through wireless
Reboot device

Factory default

Signal strength reporting

Infrared Security Key Management

Wireless security is a primary concern for process control
networks system administrators. In addition to the security
features included in most commercial mesh networks,
Honeywell has designed a highly secure infrared security
key management system. Before a wireless transmitter or a
multinode can join the wireless network, a security key must
be communicated to the device through a handheld device
with an infrared port. All multinodes have an infrared port
that allows a key to be deployed to the device. Once a key
is deployed to a device, it will automatically join the network.
Deploying a key is only required once.

Robust Embedded Security

In addition to the infrared-based security key, multinodes
contain security features included in most commercial mesh
networks. These features are used to control the access of
802.11 a/b/g clients to the WLAN. If encryption is desired
for the WLAN, you can employ different types depending
upon the mode you are using. You can select None, Static
WEP, WPA, or WPA2. WPA uses TKIP or AES-CCMP so
you have the ability to employ legacy client WEP cards and
still secure the wireless network.

Wireless System Gateway

Each multinode can be configured either as a Multinode or
a Wireless System Gateway (WSG). A multinode connects
wireless devices to the WSG or to a wireless bridge, a
multinode connecting the wireless network to the wired
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network. A WSG connects the wireless 1/O devices
(transmitters or actuators) to the wired process control
system enabling data exchange with control system
applications. A WSG typically connects to the wired process
control network at the Level 2 (refer to the OneWireless
Network Overview document). Other wireless devices are
connected to the process control network through a
multinode, acting as a wireless bridge, connected either at
Level 3 or Level 4.

Wireless System Gateway Redundancy

WSG redundancy improves the reliability of the
OneWireless network by preventing the loss of process
data. Two WSGs can be paired together with one acting as
the primary WSG and the other as the backup. The backup
WSG is actively linked to the primary, so that it can take
immediate control if the primary WSG fails or is shut down.
The pair of WSGs is synchronized so that any change
made to the primary WSG will be automatically reflected in
the backup.

Highly Scalable Mesh

Honeywell's mesh network supports up to 40 multinodes
per OneWireless Server; where any or all of the multinodes
can also be a WSG. Capacity in a mesh network can be
increased conveniently by adding multinodes and WSGs at
the edge of the network. As with all large scale
deployments, a professional front-end engineering design
will determine the optimal

location and number of

multinodes needed for

best performance.

HART Interface

Honeywell's ISA100-ready wireless field instruments are
smart and can send diagnostics. The WSG HART interface
enables users to monitor the health of their wireless field
instruments using their HART clients such as Honeywell’s
Field Device Manager. Wireless field devices will be
monitored like any other HART field instrument.

Terminal Inventory Management Interface

Honeywell Enraf provides a comprehensive range of
products and systems for accurate tank gauging, inventory
management and tank terminal operations. The latest WSG
supports the field proven Bi-Phase Mark communication
protocol, which is considered the de-facto standard for field
communication in tank terminals and is used by the wireless
SmartRadar Flexline tank gauging system.

Applications

The OneWireless multinode is designed to be implemented
in an industrial plant with support for multiple field protocols
and standards. The multinode can communicate with WiFi
devices, Ethernet based devices and future ISA100.11a
transmitters. It has been implemented with various
applications such as security cameras, Mobile Station,
Equipment Health Monitoring and Intelatrac PKS.
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Product Specifications

Model Numbers

WNMN — Multinode with 2.4 GHz FHSS sensor radio

Multiple Standards/Field IEEE 802.11a Modbus TCP
Protocols IEEE 802.11b/g OPC
IEEE 802.3 HART
IEEE 802.1Q Ready for ISA100.11a
IEEE 802.1D Bi-Phase Mark (BPM)
Hardware Specification CPU: XScale IXP 425 @ 533 MHz
8 MB flash
64 MB SDRAM
Weight 7.0 Ibs (3.2 kg)
Dimensions 9.25" x 8.25" x 3.00” (23.5 cm x 21 cm x 7.62 cm) base unit (not including antennas)

External Ports and
Connections

2 X 10/100 Mbps auto negotiation Ethernet port

Ethernet port (for LAN, WAN, and/or third-party device interoperation)

1 X IEEE 802.11 a/g (2.4 GHz/5.8 GHz) mesh external antenna port

1 X IEEE 802.11 a/b/g (2.4 GHz/5.8 GHz) access point external antenna port

1 X 2.4 GHz industrial device transmitter external antenna port (ISA100-ready or
FHSS)

1 X shielded power cable
1 X grounding cable

Environmental Ratings

IP 66

Power

24 VDC +/- 10% at 15 Watts

Operating Temperature

-20°to +60°C

Transportation and
Storage Temperature

-20°to +60°C

Operating Humidity

0~100% non-condensing

Transportation and
Storage Humidity

0~100% non-condensing

Corrosion

G3 corrosion resistance classification within ISA-Standard 71.04-198
Degree of protection against corrosion equivalent to NEMA Type 4X

Mechanical Shock

4G

Data Rates and
Modulations

802.11a 5.8 GHz: 54, 48, 36, 24, 18, 12, 9, 6 Mbps, Orthogonal Frequency Division
Multiplexing (OFDM)

802.11b: 11, 5.5, 2, 1 Mbps, Direct Sequence Spread Spectrum (DSSS)
802.11¢: 54, 48, 36, 24, 18, 12, 9, 6 Mbps, OFDM

FHSS: 250 kbps, Gaussian Frequency Shift Keying (GFSK),

DSSS: 250 kbps, Offset-Quadrature Phase Shift Keying (OQPSK)

Frequency band and
operating channels

FHSS 2.4GHz 802.11a 5.8GHz 802.11b/g 2.4GHz
2.412-2.462 GHz 5.725-5.850 GHz 2.412-2.462 GHz

60 channels for FHSS 16 channels 11 channels (three

non overlapping channels)

Compliance

Radio Approvals
US - FCC
Part 15.247 Subpart B for unintential radiotrs
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Part 15.247 Subpart C for intentional raditors
Canada — Industry Canada

Australia - ACMA

AS NZS 4771-2000

Method RSS-210, Issue 7

RSS-Gen, Issue 2

ICES-003, Issue 4

European Union - ETSI

EN 300 328 V1.7.1

EN 301 893 V1.4.1

EN 301 489-17 V1.2.1

EN 301 489-1V1.6.1

IEC61326-1, 2005

CE Mark

R&TTE Directive 1999/5/EC

EMC Directive 2004/108/EC

LVD Directive 73/23/EEC

ATEX Directive 94/9/EC

Hazardous Environment Ratings

CSA: Class |, Division 2Group A, B, C, D/ Zone 2 Group IIC T4
FM: Class |, Division 2Group A, B, C, D/ Zone 2 Group IIC T4
ATEX: Il 3G ExnAnL IIC T4

Mesh/WiFi Security

WEP - 64, 128, and 152-bit encryption

WPA-PSK

WPA (802.1x) - Dynamic Key

WPA2/802.11i

802.1X authentication included EAP-PEAP, EAP-TLS
AES-CCM & AES-CCMP with TKIP

Enable/disable broadcast SSID

Supports multiple SSIDs for layered and secure routing
MAC address filtering

Rogue wireless AP detection with email notification
Wireless AP and wireless client activities monitoring
MAC address listing of wireless clients

HTTPS secure Web

Transmitter/Actuator
Network Security

128 bit AES encryption
Simple, Secure key deployment

Quality of Service Supported
Transmit Power FHSS: 802.11b: 802.11¢: 802.11a:
(maximum) 19dBm* +24.5dBm at +24.5dBm at 6, 9, +22.5dBm at 6, 9, 12,
1,2, 5.5, and 12, 18Mbps 18Mbps
11Mbp +23.5dBm at +21.5dBm at 36Mbps
36Mbps +19dBm at 48Mbps
+22dBm at 48MbpS +18dBm at 54MbpS
+21dBm at
54Mbps

Receive Sensitivity
(Typical)

FHSS (2.4 Ghz): -98dBm@?250kbps
802.11a:
-91dB@6Mbps, -90dB@9Mbps, -90@12Mbps, -88dB@18Mbps,
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-85dB@24Mbps, -82dB@36Mbps, -76dB@48Mbps, -72dB@54Mbps
802.11b: -97dB@1Mbps, -93dB@2Mbps, -92dB@5.5Mbps, -88dB@11Mbps
802.11¢g:

-91dB@6Mbps, -90dB@9Mbps, -89@12Mbps, -87dB@18Mbps,
-84dB@24Mbps, -80dB@36Mbps, -76dB@48Mbps, -74dB@54Mbps

Network Interface

10/100 Mbps Ethernet, autosensing

Maximum number of field
devices

Multinode:

20 devices at 1 second reporting rate

80 devices at more than 1 second reporting rate
Wireless System Gateway:

See Wireless System Gateway specification below

Warranty

1 Year

* maximum transmit power will vary by channel and individual country

Wireless System Gateway Specifications

Modbus Connections per Gateway 10
Maximum pps (CDISPAVFPPS) per Gateway 1000 pps
Maximum number of devices per Gateway 100

Antenna Options

Antenna Types

Product Description

Multinode Mesh Antenna Options

Please refer to the Professional Installation Guide

Multinode WiFi Antenna Options

Please refer to the Professional Installation Guide

Multinode FHSS/DSSS Antenna Options Please refer to the Professional Installation Guide

Lightning protection (via lightning arrestor options)
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Ranges

Flexible, high-powered, high-sensitivity radio options, along with a selection of high-gain antennas, allow coverage to be
scaled as capacity needs increase. Ranges1 using the standard product antennas? :

Communication Path Distance feet (km)

Transmitter to Multinode FHSS Transmitters
2000 feet (approx 600 meter) in North America and
Europe

Multinode to Multinode 3000 feet (approximately 1 km)

802.11a Wi-Fi Client to Multinode 3000 feet (approximately 1 km)

802.11b/g Wi-Fi Client to Multinode 3000 feet (approximately 1 km)

The multinode supports communications up to 6 miles (10 km)3 communication range with high gain antennas.

Dimensions

Model Selection Guide

! Actual ranges will vary depending on site topologryvironment, and network deployment.
2 Standard multinode antenna is a dual-band anteith& dBi gain at 5.8 GHz and 3.5 dBi gains at @Mz frequencies.
3 Longer communication ranges, up to 6 miles, caadbgeved with high gain directional antennas #matcertified for use with the

Multinode.
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XYR and OneWireless are trademarks and Experion is a registered trademark of Honeywell International Inc. All other products and brand

names shown are trademarks of their respective owners.

While this information is presented in good faith and believed to be accurate, Honeywell disclaims the implied warranties of merchantability
and fitness for a particular purpose and makes no express warranties except as may be stated in its written agreement with and for its
customer. In no event is Honeywell liable to anyone for any indirect, special or consequential damages. The information and specifications

in this document are subject to change without notice

This document that is published for the sole usage of Honeywell Process Solutions’ customers and prospective customers

For More Information

Learn more about Honeywell’s

OneWireless System visit our website
www.honeywell.com/ps/wireless

or contact your Honeywell account manager.

Automation & Control Solutions
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Honeywell
2500 W. Union Hills Dr.
Phoenix, AZ 85027
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