
In the post-9/11 era, protecting

Europe’s critical infrastructure is

paramount to ensuring public

safety. The potential for industrial

plants to release toxins during a

serious accident, or if intentionally

caused, could have catastrophic con-

sequences for industry, environment,

government and the public. An inten-

tionally malicious control system

attack could potentially put workers

and the surrounding environment at

risk, as well as having serious busi-

ness impact and causing long-term

damage to a company’s reputation

and position in world economics.

The situation is serious enough
that the European Union (EU)
published in 2005 a green
paper entitled, “A European
Programme for Critical Infra-
structure Protection” (EPCIP).
While drawing attention to the
cyber threats faced by
Europe’s industrial plants, the
paper also called for increased
security measures and raised
the possibility of introducing
legislation to standardise secu-
rity.

With cyber threats showing
no sign of abating, an increas-
ing number of chemical manu-
facturers are looking to in-
crease their protection through
adoption of robust security and
safety measures against these
threats.

What Are The Threats?

The Process Control Network
(PCN) is a communications net-
work used to transmit instruc-
tions and data between control
and measurement units and
Supervisory Control and Data
Acquisition (SCADA) equip-
ment. As such, the PCN is the
most critical area of a chemical
facility: No production means
no business. This greatly
increases its vulnerability to
the growing number of cyber
threats. With many modern
plants having fully integrated
systems monitoring produc-
tion, safety, ERP and access
functions, a virus or worm
could wreak havoc throughout
the facility.

In the past, process control
systems, with their reliance on
proprietary networks and
hardware, were once consid-
ered immune to the network
attacks that have plagued cor-
porate IT systems. Business
performance has pushed ven-
dors to open standards such as
Ethernet, TCP/IP transmission
protocols and web technology
and has created new routes for
hackers to take advantage of
the process industry’s igno-
rance.

The Industrial Security Inci-
dent Database (ISID), main-
tained by the British Columbia
Institute of Technology (BCIT),
tracks network cyber incidents
that directly impact industrial
operations. The ISID monitors
and validates through a rigor-
ous process both malicious and
accidental incidents and it
reveals that cyber attacks have
increased significantly since
2001. This rise has primarily
been driven by the changing
nature of malicious programs
(malware) such as worms, Tro-
jans and viruses, the wide-
spread adoption of Ethernet
and SCADA systems in indus-
trial facilities and the
increased interconnection of
process systems. In addition, in
the post-9/11age, SCADA has
suddenly entered the hackers
awareness as a cool way to
cause trouble.

In spring 2006, the ISID
recorded 119 incidents across
22 contributor companies, of

which the majority of the
external threats (68 %) were
due to malicious code such as
viruses, Trojans and worms,
while the remainder were
denial of service (DoS) attacks
(attempts by hackers to disrupt
legitimate network traffic) and
sabotage. 

Were hackers successful in
penetrating a chemical facili-
ty’s PCN, the impact could be
wide ranging, from reduced
network performance or a
breach in confidentiality to
physical damage and danger to
human life. In any case, the
costs to the organisation would
be significant.

Interestingly, the stereotype
of the hacker as a geeky
teenager trying to break into
systems for the challenge is a
misconception. Today’s hack-
ers are in it for financial gain –
sensitive information is worth
a lot of money to organised
crime syndicates. An ever-
increasing concern is that
hackers are now designing

worms and viruses to attack
specific applications and
organisations. With such high-
ly targeted malware, it has
been documented that crimi-
nals can obtain sensitive infor-
mation or attempt DoS extor-
tion. 

Never underestimate the in-
ventiveness and creativity of
the criminal mind.

How Real Are the Threats?

Recently, the U.S. Department
of Homeland Security warned
of possible attacks on control
and data systems at power
plants and chemical compa-
nies. In fact, there have al-
ready been some close calls. In
January 2003, the Slammer
worm penetrated a computer
network at Ohio’s Davis-Besse
nuclear power plant, disabling
a safety monitoring system for
five hours, and in 2000, a cy-
ber attack was launched on a
SCADA-run waste treatment
plant in Australia, causing a
diversion of millions of gallons
of raw sewage into local parks
and rivers. The list of known
but unpublicised events is far
more extensive than generally
understood.

The financial impact of cy-
ber attacks should also not be
underestimated. Interestingly,
accidental infections intro-
duced by employees are far
more costly than external at-
tacks perpetrated by hackers.
In fact, ISID found that with in-
cidents where the impact was
less than US-$100,000, mal-
ware was responsible 68 % of
the time, but where the impact
was greater than US-$100,000
accidental incidents were re-
sponsible 79 % of the time. De-
liberate sabotage was a new
factor introduced in recent
analyses and can cause even
greater losses due to their tar-
geted nature.

“Security by obscurity” is a
common misconception re-
garding process control sys-
tems. This is the belief that the
PCN is not vulnerable because
the platform is based on a pro-

prietary system. Considering
the rise in highly targeted cy-
ber attacks and the increase in
vendors adopting Ethernet

technologies to supply network
connectivity this concept is en-
tirely misplaced.

Surprisingly, some organi-
sations claim that their sys-
tems are not at risk because
their PCN does not connect
directly to the internet. Howev-
er, there are numerous ways
for malware to reach a process
control system. For instance,
access could be gained through
the corporate wide area net-
work (WAN), business net-
work, telecommunications sys-
tem or third-party virtual pri-
vate network (VPN). Even the
humble floppy remains a risk.
Since business networks are
generally secured to support
business processes and not
critical process systems, the
PCN is left vulnerable. The bot-
tom line is that there are many
ways into a complex process
control system, and if a hacker
is determined, they will find a
way to penetrate a network.

Best Practices

Much can be learned from the
petrochemical industry, which
is meticulous about imple-
menting different protection
methods for data and process
networks. Security measures
that are appropriate for simple
data networks could be disas-
trous if they compromised a
key process in a volatile envi-
ronment. This means that the
security infrastructure needs
to be carefully thought out and
although many security prac-
tices can be “borrowed” from
corporate IT, their suitability
for process control must be
thoroughly considered first.

Special attention should be
paid to Ethernet and internet
technology as their origins do
not lie in process control net-
works. With appropriate plan-
ning these systems can be
made extremely secure, but it is
necessary to properly plan the
network architecture around
process control requirements.

For a security programme
to be truly effective, it should
integrate all aspects of cyber

security, including desktop and
business computing systems,
manufacturing and control
systems and the value chain
systems which interact with
customers and suppliers. How-
ever, it is critical to set clear
boundaries between business
and control systems in order to
facilitate secure data transfer.
Creating a cross-functional se-
curity team can help ensure its
smooth implementation. 

A vital element of this
approach is to create a de-mil-
itarised zone (DMZ). Taking its
name from the buffer area sep-
arating two hostile countries,
the DMZ is essentially a safe
haven for process control in-
formation. The DMZ sits
between the business network
and the process control net-
work, meaning that nothing
can pass directly from one to
the other. By separating
process control from the larger
enterprise system, the risk of a
cyber threat reaching the PCN
is greatly reduced.

Companies should also
adopt a “defence in depth”
strategy to ensure that cyber
security is built into all levels
of the system. Although
perimeter security is vital, it
is not enough by itself. If a
virus or worm gets through,
there must be strategies and
steps in place to deal with it.
Having a multi-layered design
can be extremely effective as
it places security blocks at
each level.

Good security will only be
achieved through vigilance, so
it is vital that security mea-
sures are kept current and
regular assessments, tests and
reviews are conducted. To
make this happen, a formal
corporate security policy for
control systems should be
enacted and a cross-functional

security team created. When
developing a policy for secur-
ing the plant floor it is vital to
identify which IT policies will
not translate well to this envi-
ronment. 

Although implementing an
integrated cyber security sys-
tem will offer a greatly
increased level of security, it is
worth noting that no system
can ever be 100 % foolproof.
Disaster recovery strategies,
tools and procedures com-
bined with a security response
team can ensure that inci-
dents and events are properly
monitored and responded to
quickly.

The Cyber Security Lifecycle

Unfortunately, there is no
quick fix solution to cyber
security: It is more of a contin-
uous journey or a lifecycle. By
approaching cyber security as
a way to manage threats
instead of a way to eliminate
them, organisations will
achieve a much greater level of
success. The cyber security
lifecycle is comprised of four
stages: assess, design, imple-
ment and manage. 

Assess – Organisations should
have a detailed evaluation of
all its potential weak spots. All
factors from human interac-
tion to customer and supply
chain contact must be consid-
ered. For instance, if an em-
ployee takes a laptop home he
or she may connect to the in-
ternet or install files, resulting
in a threat once the machine is
brought back onto the corpo-
rate network. This initial as-
sessment should include a
statement of goals and respon-
sibilities and be designed to
protect the integrity of data,
whilst eliminating unautho-
rised access.

Design – Identify the hard-
ware and software compo-
nents required to implement
the design. In this stage vari-
ous options must be considered
vis-à-vis their impact on other
areas of the organisation. How
well will they connect? Could
they cause problems for other
areas of the plant?

Implement – Implementing the
security design needs to be
done in collaboration with
plant personnel to ensure a
fully functional process control
security infrastructure.

Manage – Organisations must
take a 24/7 approach to man-
aging the network and its secu-
rity mechanisms. They must
learn from attacks and adapt
their approach. Security
should become part of the way
the organisation does business,
in the same way that health
and safety concerns permeate
most industrial functions.

Advantages of an
Integrated System

There are a number of advan-
tages to integrating a cyber
security system with other
physical security and process
systems. Firstly, by integrating
security within the system
architecture, access restric-
tions are established at each
individual level, while still sup-
porting the business require-
ments for shared information.

Secondly, with such a sys-
tem, an unauthorised person
in the plant would be automat-
ically flagged and the system
could shut down or isolate all
terminals or computers in that
area, in order to prevent
access to sensitive applications
and systems. In short, an inte-
grated solution can be auto-
mated to make pre-emptive,
predictable security decisions
across the business.

Lastly, an integrated
approach may also be much
more cost effective. In a typical
plant where there might be dif-
ferent suppliers and systems
for video; fencing; visitor man-
agement; access control; net-
work access; and asset track-
ing, staff become the integra-
tors and need to manage each

solution separately. This can
have a negative impact given
the increased costs and
resources associated with sep-
arate solutions.

The Way Forward 

There is increasing evidence
that demonstrates the threat
from cyber crime continues to
grow and become more target-
ed, while attacks from viruses,
worms and Trojans are relent-
less. It is no longer acceptable
for companies to take the risk
of an attack lightly, as the con-
sequences can be far reaching.

To protect its information,
people and physical assets,
chemical companies must eval-
uate their vulnerabilities,
design and implement a sys-
tem to counter them, and con-
tinuously re-evaluate and fine
tune their approach to securi-
ty. Most importantly, this
process needs to be ongoing,
with security permeating every
relevant part of the organisa-
tion’s processes.
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A Trojan refers to a program that
appears legitimate (Word, Excel
etc), but hidden inside is usually
harmful code such as a worm or
a virus.  As a program with the
sole aim of destroying data on
computer systems, a virus can
cause extensive damage. It is
spread through executable files
and can cause an infected
system to issue serious com-
mands such as erasing files
causing an operational disable-
ment.  Worms work differently,
but are an equally dangerous
threat.  They are self-replicating
programs that often penetrate
email systems, gather email
addresses and send themselves
out to these contacts.
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